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Objectives

o
Oklahoma State Department of Health

OSDH Background

Security Philosophy
Security Layers Utilized by OSDH




Oklahoma State Department of Health

State Board of
Health

Office of
Accountability
Internal Audit Unit
Board of Health
Secretary

o

Commissioner
of Health

Office of General
Counsel

Office of
Administrative
Hearings

Office of State &
Federal Policy

ADMINISTRATIVE
SERVICES

Accounting Services
Budget and Funding
Building Management and
Internal Services
Procurement
Federal Funds Development|
Information Technology
Office of Human Resources

Office of
Communications

CENTER FOR
HEALTH STATISTICS
Health Care Information

Vital Records

DISEASE &
PREVENTION
SERVICES
Acute Disease
Service

FAMILY HEALTH
COMMUNITY SERVICES
HEALTH Family Support &
SERVICES Prevention Service

Child Guidance Service
Nursing Service

PROTECITVE
HEALTH
SERVICES

Long Term Care Service

Community Development
Service
Record Evaluation &
Support

LAHOMA STATE DEPARTMEMNT

Dental Health Service
Prenatal & Reproductive
Health
Screening, Special
Services, and SoonerStart
WIC Service

OF HEALTH

Chronic Disease Service
HIV/STD Service
Immunization Service
Emergency Preparedness
& Response Service
Tobacco Use Prevention
Service
Public Health Laboratory
Service

CREATING A STATE OF HEALTH

Health Resources
Development Service
Medical Facilities Service
Quality Improvement &
Evaluation Service
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Oklahoma State Department
of Health Background

241 Total # of Locations Served

136 County Sites in 77 Counties
+ 2 Independent City-County Health Departments

126 WIC Sites

¢ 160,065 Clients Served (Caseload Report, July 2009)

2200 FTEs Agency-Wide




Security Philosophy
|

The Balance Between Security and Business
Needs

The Debate on Security vs. Privacy
* We implement security to insure privacy.

* Privacy is about the appropriate use of the
information.

* The two must be integrated.
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OSDH Layers of Security
i

Physical

Data

Applications and Operating Systems Security
Network Security

Security Management and Monitoring

Security Awareness




OSDH Physical Security Layer
-

Secured Data Center
Lockable Cabinets
Sign In/Sign Out

Supervised Access

Cameras
Locked Consoles/Password Enabled




OSDH Data Layer of Security

Least Privileged Philosophy
Strong Authentication

+ Utilize complex passwords

Two Factor Authentication

* SomethingYou Have/Something You
Know/Something You Are

* Two of the Three
Encryption

Data Use Agreements
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Application and Operating
System Security

Anti-Virus
Anti-Spyware

Firewalls
+ Software/Host

Anti-Spam




I

SPAMMED

http://en.kerouac3oo1.com/

i

“Oh no, wa're being spammed!”
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Network Security
|

Firewalls
Intrusion Detection and Prevention (IDS/IPS)

Wireless Application (NetMotion)
Network Segregation
Web and Content Filtering




Security Management and
Monitoring

Vulnerability Assessment

Patch Management

Standard Configurations Where Possible

Need for Monitoring

* Unpatched Software or Unsafe Configurations




Security Awareness
“You are only as

strong as your
weakest link.”




Security Awareness
(Continue’L

Policies
+ Telework
* Mobile Devices

Acceptable Use

Passwords
Media Destruction
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Security Awareness
(Continued)

Security Training
* Basic Security (Work and Home)
* New Employee Orientation

Posters

Security Tips




CREXEESTRONGIZASSWORDS

OSDH Security
Awa re ter ﬁ'iff!.-‘l?nl[l]ﬁl
Exampl |

P

(Spaffy Uniforms) &0

“Create Strong Passwords”




Thwart Wireless Attacks

OSDH Security
Awareness Poster
Example

soliware current
. and active.

“Thwart Wireless Attacks”

/ n 27 alrports targeled nationwide T 1% ot me \ =g
' Wi-Fi networks were nol official Rotspots. 8-
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OSDH Awareness
Poster Example

“Email Management”

Decide

+ = this spam or work-relsted?

« km | the only ono that can snswor?
+ Can | answar in loss thin T minotes?
+ Can | delegate to someone?

« Can | zave attachments in my pro-

nidod network space?

« Should | delete?

« Does this :
email need to be

rotained in my per-
sonzl Folder to meet
my records rotention
requiremants?

Do

. IF spam, 4id | click the red enve-

lopa to send to Bertram!

« Tale care of edch ftem as ¥ arrives in

wour mailbo

« Aot at least 30 misvtos to an hour

eich ﬂ.:l.!,l

« Empty your dedoted items
« Chock "avte dolote vpon oxit.”

Email Management (0]

Delegate

+ Can | delegite for someons else to

work and delete the origieal?

« Can | =ive the attachmont into pro-

nidod sotwork workl space Tor somecne
wlze to work on?
« Shoukd this information actu-
ally ko a tasX or sppombment?

Delete

+ I you delegated or
changed to s task-DONT
Koep & copy-this defeats
Hhe purpose

+ Doss the message relate to a medn-

|h.gful ul:ll:c.h'ru r-nu'w curramtly
working on? ¥ naort, you can probably
dulete it

« DPoes the message contaim mforma-

tiem you can Tind slsowhere? IT so, do-
lete it

Knowledge
is
Power!




Summary
-

OSDH Background
Security Philosophy

Security Layers Utilized by OSDH




|Thank you!
Cerveecnetef 1T

Oklahoma State Department of Health
Information Technology Services

General (405) 271-2845

Desk (405) 271-9444 X56088

Blackberry (405) 625-5086

Helpdesk (405)271-2588 or 1-866-866-8019

patsyl@health.ok.gov

Oklahoma State Department of Health

WIC Service

2401 NW 23rd Street, Suite 70

Oklahoma City OK 73107

1—-888-655-2942

4,05—271—4676
http://www.ok.gov/health/Child_and_Family Health/WIC/
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