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241 Total # of Locations  Served
6 C t  Sit  i    C ti136 County Sites in 77 Counties
2 Independent City‐County Health Departments 

6 WIC Si126 WIC Sites
160,065 Clients Served (Caseload Report, July 2009)

2200  FTEs Agency‐Wide



The Balance Between Security and Business 
NeedsNeeds
The Debate on Security vs. Privacy

W  i l t  it  t  i   iWe implement security to insure privacy.
Privacy is about the appropriate use of the 
informationinformation.
The two must be integrated.



Physical
D tData
Applications and Operating Systems Security
Network Security
Security Management and Monitoring
Security Awareness



Secured Data Center
L k bl  C bi tLockable Cabinets
Sign In/Sign Out
Supervised Access
Cameras
Locked Consoles/Password Enabled



Least Privileged Philosophy
Strong Authentication

Utilize complex passwords

Two Factor Authentication
Something You Have/Something You 
Know/Something You Are
Two of the Three

Encryption
Data Use Agreementsg



http://www.totaleclipsed.hypermart.net/



Anti‐Virus
A ti SAnti‐Spyware
Firewalls

Software/Host

Anti‐Spam



http://en.kerouac3001.com/



Firewalls
I t i  D t ti   d P ti  (IDS/IPS)Intrusion Detection and Prevention (IDS/IPS)
Wireless Application (NetMotion)
Network Segregation
Web and Content Filtering



Vulnerability Assessment
P t h  M tPatch  Management
Standard Configurations Where Possible
Need for Monitoring

Unpatched Software or Unsafe Configurations



“You are only as You are only as 
strong as your strong as your 
weakest link ”weakest link.”



Policies
TeleworkTelework
Mobile Devices
Acceptable UseAcceptable Use
Passwords
Media DestructionMedia Destruction



Security Training
Basic Security (Work and Home)Basic Security (Work and Home)
New Employee Orientation

PostersPosters
Security Tips



“Create Strong Passwords”Create Strong Passwords



“Thwart Wireless Attacks”



“E il M t”“Email Management”
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